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LIBE HE 74 EZD0F—60—7—2a>yTnE 3 HHLLWHEBTAIILEF -3 BEINICF—LA CE
HESN AF—LDEISHRITIERATEIBLSICADET, CNICED F—LDOAYN—DRELIIFET
b BSICKIBRENMERTNET,

BEERH NSMAER R F—READENICB o TVWBIHEDHFIAEIEETT,

F=LF—DT12H-=TIF

F—OO-T—2 3> TR EROF—LF—DEICHATNTLRBREDBDET +F—LF— DT> H—
TVYMMIF—DO—T—2avil&BEFa )T BT FUFZHEE T, L XIE T —N—DRER
F-—LF—ZERL. TNZBEEDTNAIF—THESIELT ARYNOF-—LF— L LTRTTESHE.
Fa)Tr LOBBEIEELET, COF—LF—IFHRVINDID. TNARSEDF —ZEALICETAH
ZESBLEFITH T —N—RBEALLTEROIV TUYVEBEDF —LT —F L LTHABDERTHATE
TLESHBEMUDHDET, ChICED. T—2DFRE2MIERONBAREMELHD ET,

F—LFx—DT4> A=V MMI BEOF—LEF - TR IRTOERTINOF—LF—IZHLTHER
SEEITSCET. COUFUFEBFTE T, COFOERIL. Sparse Merkle Tree ZFHWVWTEITINE T,

RDER

F—LF—DTaH-FIUVRE A DD —TH57%% Merkle Tree /Ny aTHERINE T, DFED. RA)
DF—LDRAF—DNY a2 TTICF—LF—DT4 > ATV MMIBE>TVET,

F—LDRRAF—D/Ny > ald. IOV L& KYIDXE, REF—ZEFEL. Z0OER%E SHA256 T/\vY
2adBRIEICLO>TEHEINE T,

F—oO—-7—>a EOBHE
F—OAO—T—2avIl&oTU FHLLWF—LF—DNEAINE T, F—DO—T—> 3> 2RTIBZEEER.

Merkle Tree DJL—rZBLTHIEIDF—LF—D T4 H—TF I EFRFF LTVET, T—N—I3BEEIC
LT CHLWF—LF—D/\v>azBEWT Merkle Tree 3535 L. LWL Merkle Tree ®JL—F (FLW
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F—LFX—DT12H—FTIU) 2B T2DICHERBERZIRELET, COTOELIR A —/N—DER
BEZEATELIITIHEA. BEEIZFIED Merkle Tree DIL— Ny 2 aZIBRLTHED. EDLSH
HAAZBRBICRHTESROTY,

FLOWF—LF—D/\wald. Sparse Tree ADEFIHNSHEHIID null (EZEZZ XY, BRIFDF—LF—D
Ny ald VY —D)—"T055F/MNSHERAD null TRWNMEZRZZETHRITEET,

EROF—L*—DIREE

BHHARYINDOEF—TH>TH. BB F—TH>TH F—LF—DEEFEIC. T—N—DS5ZDF—IIHT
BAVN=2 Y TR RMEINE T, TN R UFINICKRIEEA TA—AILITREFESNTVSF—LF—D
TaH=FIV> b (Merkle L—b/N\v>a) ZERLTIOIRAZRIEL. EHTH B ZRB TI O,
F—LF—ZRITANZET,

771 DEES{E

T7AIINAVTIYDRBEALIERATNZTILI VX LIE. BB ZA[REAERETICA>TVWE T, —/N1N—LD
EBRESIEFT—ICIE. ZOF—THEAINZZLICES>STVWB IOV LOBIFHEENTUVET, IREFEH
INTWB7ILOdUX LIE. Blockwise AES-GCM D& T,

RAW 7 71ILDOF7ILIAVX L

T7LILDAV T VIE Blockwise AES-GCM £ WSHFREE S 7LV X LTES{EINE T,
St
1. ROLSICERELE T |authTag| = 128 bit. |blocksize| = 4 MB

2. HILWLWHMAC F—%#XRDLSIERLF 9 thmac_key := random(256 bit). nonce_hmac_key :=
random(96 bit)

3. RDESICEHEL %9 : (encrypted_hmac_key, hmac_auth_tag) := AES-GCM-
encrypt(revision_key, nonce_hmac_key, hmac_key)

4, ROESBFL—VTFIAMPEFINE T (plaintext = £.0 || £.1 || ... || fin with |f_i]
= blocksize, BEOTOv2IXTOYIHAIEIDNIVIBEERHD FT,

5. 70w 1 ICLT RDLSICRITLET !
a. MOESIEIRLET nonce_i := random(96 bit)

b. RDESICHELF T :(encrypted_f_i, auth_tag_i) := AES-GCM-encrypt(revision_key,
nonce_i, f_i)
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6. MOLSICETEL X9 :authSetHmac := HMAC_SHA256Chmac_key, auth_tag_0 || auth_tag_1
[| ... || auth_tag_n)

7. mZRLET encrypted_hmac_key, nonce_hmac_key, hmac_auth_tag, all nonce_i, all
auth_tag_1i, all encrypted_f_i and authSetHmac

E51k
1. hmac_key ZES{tL £,

2. authsetHmac ZARHL 9, BHEL. RESNTVWSBEL LR L THERELET,
RDOESICHELF T :fi := AES-GCM-decrypt(revision_key, nonce_i, auth_tag_i,
encrypted_f_i)

AES-GCM

AES-GCM 3BES S 7S TRIGLFIBTE 37 BBELEZTII T+ T LTERATNTULET,

771 DEES{E

=7 IOV oDy afBlE. Dropbox H—N\—LEICRESNE T, CD/N\Y > afElEH—/N—14
TESTURETHIDEIEHD EFEAD. TNA RAITESARETHIUNELHBDET, COBEHFICHIGL. £
Blockwise AES-256-GCM @) EY 3 VIR = ##H T 37-8IZ. Dropbox TldUETY 3> F—%2EA LTV
F9, ZOUEDa>F—IF. T7MILlF— RAW 771IILT7IILdVX LOBICEAINE T,

BEINI file_key ZHALTI 7L ZES{ELIBFIRIF. ROEED T,

1. FHILWS >4 L% AES-256 F— (revision_key) #ERL £9,

2. revision_key % file_key THEBLL X,

3. 771 % revision_key THS1LLET,

4, EFL—>7x27Av 0% Ny afbL. &JOvI% revision_key THRESLLET,

5. BBALSNT 7L . EDAET—R BELINUES 3 F— BSEINTL—>FTFMJ0O
wID/\y>a%, Dropbox H—/N—|ZZEELET,

TN EE'’SITEFIRIF. RDEEDTY,

1. 771MLESEOFIRZ. ¥OIEFTRERITLET,

2. 771N DREBEATOVIICOVWT FJAVIDN\Y S 2% HEBE L. ENHEFINDZ /Ny 28— T
BIrERRELEYT BRI TL—>FFANTOvIDN\y > ald. ESLIL—FUICiREETnE
9o
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ERS{CNEBSLSUBEI7IIILOEEIX. FILKERINT revision_key ZERLTITHONE T, Chic
&D. Blockwise-AES-256-GCM IZHIF3VES I VHIRD . (Z71IELOEDIESs>0TOv0#
Mo TE—T 7 )LpTOy o8 ICHENShET,

FIREOLIA BN RBE T —LI7ANABTI 7L ZBBTE LRI TEER A ABLF—LT
FNARTOHIBETEXRY, IR F—LTAIAATHERZLTVBIHE BRICT71ILZ2Y T T4
AICANTED T THIEAHEHLIEDTEIENTEEY, c72L. 2 DHOBSLENcF—LI A%
FoTWBBE. TD 2 DDF—LI7ANAETI 7ML BB TBLIFTETE A
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INEY,
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BT EHTEERT,
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